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mail headers

context

dit document beschrijft de info die je in mail headers kunt vinden

mail header

Uik whN

trace van volledig pad dan een email heeft gevolgd: (mailserver) verzender, (mailserver)
ontvanger, authenticatie, ...

vaak gebruikt om SPAM score van een mail na te kijken

evengoed: kan je nakijken hoe je eigen mailserver erin voorkomt.

lees mail headers van onder naar boven

afhankelijk van de mail/web client die je gebruikt, vind je ergens wel de optie: View headers
om de headers na te kijken.

interessante velden

Return-Path: mailadres waarnaar een boucned mail moet verstuurd worden
Message-Id: unieke id van het bericht.

Original-From: oorspronkelijke verzender van de mail

Received: from: mailserver die bericht afleverde (bij mailserver van bestemmeling)
veldjes met een X zijn onderweg toegevoegd door 1 van de servers waarlangs de mail
passserde:

X-Google-Smtp-Source:
ACHHUZ5x2LfnBwYPmuhrb6F+A+b1DCg2nFgRx//79HrUL+xpQf+jsHaF5N9QVTzklvBjEN5
6mhc2Jg==
X-Received: by 2002:al17:906:3446:b0:97e:aace:bbbc with SMTP id
d6-20020a170906344600b0097eaacebbbcmr278108ejb.53.1688068701564;
Thu, 29 Jun 2023 12:58:21 -0700 (PDT)

From: itopvolging@gmail.com
X-Google-0Original-From: legoland@checkmk.legoland.net

voorbeeld

Mail (Message-Id: <1688068701.030393.1851316.nullmailer@boerke>)wordt verstuurd:
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e From: itopvolging@gmail.com

e Op: Date: Thu, 29 Jun 2023 21:58:21 +0200

e Subject: Check MK: ad2/Log Directory Service WARN - OK

e To: koen.veys@protonmail.com

e X-Google-Original-From: legoland@checkmk.legoland.net

e Received: from boerke ([212.233.44.200]) by smtp.gmail.com with ESMTPSA id

zie ook: nullmailer

Return-Path: <itopvolging@gmail.com>
X-0riginal-To: koen.veys@protonmail.com
Delivered-To: koen.veys@protonmail.com
Authentication-Results: mailin@36.protonmail.ch; dkim=pass (Good 2048
bit rsa-sha256 signature) header.d=gmail.com header.a=rsa-sha256
Authentication-Results: mailin036.protonmail.ch; dmarc=pass (p=none
dis=none)
header. from=gmail.com
Authentication-Results: mailin036.protonmail.ch; spf=pass
smtp.mailfrom=gmail.com
Authentication-Results: mailin036.protonmail.ch; arc=none smtp.remote-
ip=209.85.218.45
Authentication-Results: mailin036.protonmail.ch; dkim=pass (2048-bit key)
header.d=gmail.com header.i=@gmail.com header.b="mgOcfMdt"
Received: from mail-ejl-f45.google.com (mail-ejl-f45.google.com
[209.85.218.45]) (using
TLSv1.3 with cipher TLS AES 256 GCM SHA384 (256/256 bits)
key-exchange X25519 server-signature RSA-PSS (4096 bits) server-digest
SHA256) (No
client certificate requested) by mailin036.protonmail.ch (Postfix) with
ESMTPS id
4QsT1d6XBjz9vNQQ for <koen.veys@protonmail.com>; Thu, 29 Jun 2023 19:58:21
+0000 (UTC)
Received: by mail-ejl-f45.google.com with SMTP id
a640c23a62f3a-9928abclldeso0131055466b.1
for <koen.veys@protonmail.com>; Thu, 29 Jun 2023 12:58:21 -0700
(PDT)
Received: from boerke ([212.233.44.200])
by smtp.gmail.com with ESMTPSA id
€21-20020a170906c01500b009929ab17bdfsm1651346ejz.168.2023.06.29.12.58.21
for <koen.veys@protonmail.com>
(version=TLS1 3 cipher=TLS AES 256 GCM SHA384 bits=256/256);
Thu, 29 Jun 2023 12:58:21 -0700 (PDT)
Received: (nullmailer pid 1851317 invoked by uid 998); Thu, 29 Jun 2023
19:58:21 -0000
Dkim-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed;
d=gmail.com; s=20221208; t=1688068701; x=1690660701;
h=message-id:auto-submitted:to:subject:date:mime-
version:from:from:to
:cc:subject:date:message-id: reply-to;
bh=qz2jbvic5wIxBpncxxLYYmifhInZtVHWHEYEw5DHQ] 8=;
b=mg0cfMdtsjNBEGhu4WIUE/i8V7SrDmCulyJImj2r2p55CXN13tgq9lfsE/iu700Xwj0
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RMp/BvOf3YjBclHI9tI152cibuowVqdrCzF4ZfdF2ZKJQCnTMth/Yjz5PiQIBRzhtEeyE
S96NiAjNDge42/ieA80P9shzahYZBj5M7YbEJSzBKgRtwedBIPcBycx1eX2p1805kd0j
TXz7I6EWzt3TwKTjBjMUw2Lx+3cP2Ahr0s5HWc3 r7HoH3ZFKooKulmj CSMNT rim+cSso
dItelOYdpyl5GxT1ljdixjfSZ144QJQsyKFI6XcIMSUYkGKPbaja0QCMvbxGyzQ/8sfOT
gL+Q==
X-Google-Dkim-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed;
d=1el00.net; s=20221208; t=1688068701; x=1690660701;
h=message-id:auto-submitted:to:subject:date:mime-version:from
:X-gm-message-state:from:to:cc:subject:date:message-id:reply-to;
bh=gz2jbvic5wIxBpncxxLYYmifhInZtVHWHEYEwW5DHQ]8=;
b=Fx668h7Urpfh6N62yEY018UGF ryoGXQlhPgKtxukLsLm8/SBxuLD+NcQVKNVVOONsh
AnvBshKodJkboPI7rn2xyFfyif8wWvPAk6L/hoHW1x1WGYyOLPZADVXIU5ksULZr51g0AH
JwCzN4a0S8Rj2Wky8gWuXun4pQaHvb400iRCIdsUtyBpaIlf8dPAeu719McsPjAeSB0Os6
XGxQwr7TC//7vn4b9PTOFEb5SWFbxHiTGBCD8ZVRbCOOELWCpTXcVQMcZ8 rSRKmW3EOPM
sgzD1sSOpCZBgX03d1AK02kk+qJFO7siWzXxWjcs+CLOg4gLqYuYOAqOAYXxvcrWILAu
JB2w==
X-Gm-Message-State: ABy/qlLaseltqDTQsSRMSOPSg2n0/j2y+nwHIhsoPS4aY7KcMbDvzAXkO
rU6FvzVHNhGUv4I9mptk/DLanMn5wys=
X-Google-Smtp-Source:
ACHHUZ5x2LfnBwYPmuhrb6F+A+b1DCqg2nFgRx//79HrUL+xpQf+jsHaF5N9QVTzklvBjEN56mhc2
Jg==
X-Received: by 2002:al17:906:3446:b0:97e:aace:bbbc with SMTP id
d6-20020a170906344600b0097eaacebbbcmr278108ejb.53.1688068701564;
Thu, 29 Jun 2023 12:58:21 -0700 (PDT)
From: itopvolging@gmail.com
X-Google-0Original-From: legoland@checkmk.legoland.net
Content-Type: text/html
Mime-Version: 1.0
Date: Thu, 29 Jun 2023 21:58:21 +0200
Subject: Check MK: ad2/Log Directory Service WARN -> OK
To: koen.veys@protonmail.com
Auto-Submitted: auto-generated
X-Auto-Response-Suppress: DR,RN,NRN,00F,AutoReply
Message-Id: <1688068701.030393.1851316.nullmailer@boerke>
X-Rspamd-Server: cp5-mailin-036.plabs.ch
X-Spamd-Result: default: False [-2.40 / 25.00]; BAYES HAM(-3.00)[99.99%];
MIME BASE64 TEXT BOGUS(1.00)[]; MID RHS NOT FQDN(0.50)[1;
DMARC POLICY ALLOW(-0.50)[gmail.com,none];
R SPF ALLOW(-0.20)[+ip4:209.85.128.0/17:c];
R DKIM ALLOW(-0.20)[gmail.com:s=20221208]; MIME BASE64 TEXT(0.10)[];
MIME GOOD(-0.10) [multipart/related,multipart/alternative,text/plain];
FROM EQ ENVFROM(0.00)[]; NEURAL HAM(-0.00)[-0.991]; ASN(0.00)[asn:15169,
ipnet:209.85.128.0/17, country:US]; FROM NO DN(0.00)[];
RCVD _TLS LAST(0.00)[];
RCVD COUNT THREE(0.00)[3]; MIME TRACE(0.00)[0:+,1:+,2:+,3:~];
TO MATCH ENVRCPT ALL(0.00)[]; RCVD VIA SMTP AUTH(0.00)[];
DKIM TRACE(0.00) [gmail.com:+];
PREVIOUSLY DELIVERED(0.00)[koen.veys@protonmail.com];
RCPT_COUNT ONE(0.00)[11;
TO_DN_NONE(0.00)[]; ARC_NA(0.00)[]
X-Rspamd-Queue-Id: 4QsTld6XBjz9vNQQ
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X-Pm-Spam: OyezJI6cihyJeYR3pi42biOpJJivbmsCIeIlmsjN3X3blJp7IjBINIIojwsQjLLlIT]
0tIj0i4MLICBFR1Q1UyQotIjsjUMIFKCTVEVDVfIJFUFDELRVIEP6IiTCMiwIJPUF6CIRLIT1QICL
kUE9BSX1JURRQR1Ji40Tj0sA9kI11WIZZ91pvZmbjI7pFCIKTEVVVIDiisnOFcz9FtcGwjoILAjx
OYDMTM1cM5Nz0ODgOMcz2iwSNWah1VfZ2tmFbZIS6zhmIGdjF9talowWxda9Vmy81cDMzIQyMDsyIN
IInlu9lbWY1l1loiIjsWxYLZWLIRXYmczVwiIipWFbb9Fj1RXY2Zy99ueV1W1lYIojiEBVVVQFRIsUy
hmlIaxWfOF2YWZvdlfcnvHIcYIi624CMTM4MhONDQCILU9KE7pjInIfBBhc36SIbM4Cw5IDMDNOg
M2NT4DkNNgz1sIDMmItldlYWh25XbUWioJi03chRtfY2t2Vca9VvINnYnclZ8yZFzDIMMYDxSISN
NI1J9ubllW1YIojisxWYWLLZR1YXzmVcIwiipFWbFbj9R1YXy29Ze9VullwYjIioBEVVFVRQUIys
himIWafxFOY2vWdZclnfvIHciY6I42MC4TMMNhD9sOXfnIyNQiaW2iIONIDk1ITZWZyYFkZDiWJIN
NdzhlFjZjZiQwifSi2EcOsnifNXa3chBI6bSiCwMcN2viUmcjOsANjInl3IbZIC604CMCLYIBVZX
inQcOsniWNKUFRJ99NT1J1BUSVOTfiMDS10wsAsLjwjII04S4y4SNTMugUgNDzGlbdVGKulGIHIsd
1hLmzWxaclGru5SZXZiQwiXSZkFQRNVfiAjM1OwsUsLjjnNIbJ31wAiOjLOECiMj iSwXRNIMFhOX
ETf990TkROZXR5Ef6ISMzWuAOsMFSkZIRVUNMLUQOXSZOiTOWLSOLAjsOlmI3b2Bxnb2nW5aWF20
tdWXWYs INvLmdSIbLICTfZEUEUTFI6UywyOWLBjdIJCLEVM11FXOB1INURUOiws LOjLABIJELCNOLS
XN1JF50RCR6IAUWZzSVOMIRKLTIUSKVMFQiSUt1sOM4CxiwSXERItOWTVIUXQRIFBO6ISVYyWwOFdL j
ECILSTONBZ1XETELVGXObjpILATusOVMLITRNDUOPOIXRLFfYVEVFVMI5FSUb]jpILATusOFMKIFh
9fTETKkOTRIENOLUQ]j Ibp4xMCiSwXUNKWI9FRTITNIBIULfOVSVwWOiws10jLdAB19fX
X-Pm-0rigin: external
X-Pm-Transfer-Encryption: TLSv1.3 with cipher TLS AES 256 GCM SHA384
(256/256 bits)
X-Pm-Content-Encryption: on-delivery
X-Pm-Spamscore: 0
X-Pm-Spam-Action: inbox

Version: ProtonMail

wCBMA+Ef fZbCCMCLAQgAKOQnCfpdEhH4a/MapYwe5fbZEQekx+F3552nLDF2
4ANnE0503H/4A071t43R59st1Seb6b130+Tdn6ReuDzQL6+Z5vgg3LB9j+MIVBI
S1URUZMH1+dARFHLLAGvxAyQ6NCamvy3trYVxXVyhD0ge58Xd60vL8HoHL/a
320TIf5HbnwYYY+GvTNQj fn5RcFbqlJJKkOHWVBy3D7UNJ7AFV4f1AugDLgZ
ggqVtiHS5DHs ftJdLwYuJPz9rvro3gouU2jAJWHmpXvKXnzvo57 rKkRsUgVK1Q
plyih2/eb0gNyoFgoUwWeV1ZFnoE5hZvOR0OTBagcyGquxkfw7L919wVRRe3gm
N9LEAwGbd5 LMe j FwxdJMnWNpoetuOn4Zj3CmbjmOEm85PI8ePyXfxgolbBRg
6quZDIXqPp7J3q/FFVLK+RYW+NB/OrVIntI2S22mEpyD7JTuSOQVewNXKOXpD
de7BihBhFQZv4LLOWNS+ur9bguObsuio9LILxczW7UlGutisgXCkjsFODOir
I6Hpo0IODWBG7CfUs7y5DphVetBYTagFjJCFt9+hW2LWTF/+knNeRWD1vFiW
2UFMMp+Mnus5Xz/pjiSALcS82rs0BgS4ZjnuAr57zLF+alBuWg4Rgpuaa+Ak
2xSwi25TvzGy4VIkC7bpmnttgOEdDagFBLDXHKYiUHk2R/8zP1L6ehdxIQw9
wMMKP2opkaEDs6WyHy+5AP80b9bTgd40usK9YqFiGOAJ6CsSC8gr/6QkhNN/
rFj/IB3snVG5/+5hc1cVGrbb6Akz6D0/ fefxqVblsyS/1WIWgE+otbC7B3xK
XIP90BBmk6J1sPdpT3DkcNUOWWK4YePzWW3eEKeMCeiSNoHDKxN+34iiel JA
M/+peQyIMzhfwcbdtMx7wIyhVJiKOqO9RKhHXx+0n1iZdnrJK2StOTKM1HTJizZ
vk/tQZ3Bd6pCEZ2J0oMYezIpdFXSmIRRMQ/FAjKD rfuPs5K0vBM2G+zvvriluy
989J2mKACPW7YAkmzpLV3uNbbknhlpHyIUqw88nEp/Mm3356ULobCn2Fz1b9
tVVzxiDToSB0o2GnpY82YkAJzFK44cbxZuc64wYRt4PIroOPB1t60kj+gVUdpv
jG3FUkkgGwZhjRSdnWcPZgcW6txbaDpzTGj8vl7gheXBx99svEINzLHzYcvO
SBTRpJU+5ckxDNIIjpC24TWFsJIfrw8c5T300cBEL+FvdQHIYy7AGGYNnGw7 jFX
915QwrNMgek74KFEWFGUP5FYNENgX4g6BW+C5+80owSFeYKEK/DuIFNAfBCI3
xZIfSLtvuIhB3p3sZ63z/aDKgoe6avQIVVQ6inQdIAHat7ZNgWztjPyxIC7g
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DBvbz rxAMFmbCz01vmXCXfDSVEN/HOCuUH1Eue2h+pOQAFfES5sUrbyR1Ltby
N/0gCepJuVV8nwSFcxpKC4IQJgJhKG8F/D3/4emrlGRz3a/TQ8sG51k4EEit
ROVOURvWredA5tSsd+PT1Q8wcD+PVHOXg50YECBIFEtp2gJcj+ipl/FW9ZAc
KYLLRXP71sG63FYGaBL4WAHuhOb/P2FRetZmruyqyb90pMHGFyRGV0OjmbR6k
gpl1Ryx+PWF/B4Ipjlunk/mNel0i2rFFTMge59p5ulkl162ZyH+0KiS7duhle
DM7dKNd/xvOXgKpVyVOuxKqwO rpYEJ5v3el9XTAWbbIHL8rLQiWqlLnaZY6F
N/6HoHshUT5A+/eASKJI50M2zcZnUaDNXp6 T6RwkRSWqGy5WPCwIUwZIiplI+
x5zkAF2ZCqzDf1MyWp3hDNAU9hsA2vGNLL1GEQZnOedAusTf6d65xcGI9dAMFd
h2zp3L1+emQ5kXOntW41WO3TPh7KMoCY jX34uXtEP+6VEqQUUIEtmqZC4rffX
jmz78zpc+567VtcwOaDs1IvUvgotYsa@HMi5n8y5vd6TZ/ zBYb5EHKDVKS4 i
f/ctVXYkXk0=

=eaAe

meer info

voeg hier linken toe naar verdere uitleg
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